
 

 

 

Introduction

A Quick Guide to
Understanding Extremism
and Radicalisation
A toolkit for professionals, parents and carers

This toolkit is designed to support frontline workers and parents in Leicestershire to

better understand how young and vulnerable people may be exposed to and

influenced by extremist content, hateful rhetoric and online exploitation networks.

It offers a clear look at how extremist groups operate and the different paths that

can lead someone toward dangerous ideas. It highlights the specific life situations

that make people more vulnerable to being targeted, helping you understand the

"push and pull" factors behind why someone might be drawn in.

We also explore the tactics these groups use online, on social media, gaming sites,

and messaging apps, to influence and exploit people. The toolkit connects these

digital strategies to real-world behaviours, showing you how "online" talk eventually

turns into "offline" actions.

Our goal is to equip you with the confidence to spot early warning signs.

Recognising these red flags sooner allows you to provide a swift, appropriate

response, protecting individuals before they become deeply entangled in a

situation they cannot easily escape

WHAT'S INSIDE

Understanding extremist narratives

Recognising warning signs 

Awareness of online exploitation networks

A case study
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Confidence in seeking support and signposting

https://www.groundswellproject.org/
https://www.groundswellproject.org/


Binary Thinking
Replacing critical nuance with black-
and-white perspectives that leave no
room for questions or debate.

Justification of Harm
Crossing the line from belief into
action by validating violence or
intimidation of the out-group.

 

"Us vs. Them" Mentality

 

Creating deep divisions by viewing

anyone outside a specific group as

an enemy.

Mythical Perfection
Obsessing over an idealised,
nonexistent past or an impossible,
perfect future world.

Superiority and Entitlement
Believing one’s group is inherently
better, more righteous, or more
deserving than others.

Conspiracy Obsession
Replacing evidence-based reality with

simplistic conspiracies that scapegoat

entire communities.
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What Does Vulnerability Look Like?

Extremist networks tend to target individuals who are exhibiting certain vulnerabilities related
to unmet social needs and unresolved grievances.

These typically include:

@groundswellprojectuk

What Does Extremism Look Like?

Extremism is rarely a sudden leap; it is a slow, deceptive drift toward a rigid, polarised worldview

where dogma replaces dialogue. At its heart, extremism acts as a psychological shield, offering

simple, absolute answers to the overwhelming complexities of our world. By narrowing reality

into a binary of "good versus evil," it traps individuals in a false sense of certainty and purpose.
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To understand how this mindset takes hold, look for these specific hallmarks:

Emotional Distress 
This includes unresolved anger, a

deep sense of injustice, or feeling

powerless in the face of personal or

global grievances.

Searching for Meaning

Social Isolation

Individuals lacking a clear purpose or

seeking "salvation" and a fresh start

are often drawn to the absolute

answers extremism provides.

A lack of belonging or a confused

sense of identity can make people

vulnerable to groups offering a

ready-made community.

Personal Struggles
Low self-esteem and ongoing mental
health challenges can make it harder
for someone to challenge or resist
manipulative influence.
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Risk to Self

Long-lasting negative mindset

      

Substance abuse 
Self-harm and suicidality 

 

  

 

Dropping out of education/work 
Poor social skills 
Damaged relationships
Criminal record

Risk to Others

Harassment/ stalking
Physical or verbal abuse of others 
Intimidating others
Hate crimes
Homicide and mass casaulity attack 
Sexual exploitation

Risk to Society & Democracy

Proliferation of extremism 
Permissive environments for hate
Sharing of violent material
Sharing of weapons making material 
Damage to the social fabric
Increase in social tensions
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Risks of Extremist Influences
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4. Adoption of Harmful
Beliefs

Repeating negative
stereotypes, conspiracy

theories, blaming specific
groups for societal failures

 

Erratic mood swings between
feelings of low self-worth and

an unearned sense of
entitlement.

 

5.Behavioural Instability

Overt expressions of
support for attacks,

idolising mass killers, or
collecting weapons and

related materials.

6.Fixation on Violence
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1. Increasing Isolation
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Rapid withdrawal from
school, work, or community

life as the individual
becomes alienated from
their support network.

What Radicalisation Looks Like

Extremist groups often lure individuals by promising a sense of purpose, belonging, and identity,

particularly to those who feel marginalised or uncertain about their future. By replacing complex

social problems with simple, binary narratives, these groups provide a seductive, albeit

dangerous, sense of clarity and empowerment. 

As the process of radicalisation deepens, an individual’s worldview becomes increasingly rigid,

often leading to a dangerous cycle of isolation and detachment from their real-life community. 

This transformation is fueled by manipulative psychological tactics that frame the extremist

cause as a heroic or necessary struggle against perceived enemies. Ultimately, the transition

from curiosity to harmful action is marked by a steady erosion of healthy connections, critical

thinking, and social stability.

7.Wellbeing
Decline

2. Loss of Personal Direction

A lack of established future
goals replaced by a

volatile, obsessive fixation
on "making something

happen."

A noticeable
deterioration in
mental health,
including poor sleep,
self-harm, or the
creation of disturbing
imagery and writing.

3.Digital Immersion

Excessive time spent on
extremist forums or chat

groups, often accompanied
by the sharing of violent

propaganda.

8.Vulnerability Exploitation
Being drawn in while
already feeling lonely,
angry, or searching for
a sense of salvation to
change their life
direction.
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The Online Dimension

 

 

 

 

Algorithmic Profiling
Systems track user behaviour
and demographics to serve
increasingly sensationalist
content, prioritising platform
retention over safety.
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Echo Chambers
Constant exposure to fringe ideas
within isolated groups creates a
distorted perception that these
views are widely accepted and
mainstream

Artificial Urgency
Harmful narratives often
manufacture a sense of
impending catastrophe,
pressuring young people to
take immediate action

Social media platforms are built on complex algorithms designed specifically to keep you

scrolling by showing you content they think will grab your attention. While this keeps people

engaged, it can accidentally push vulnerable users toward dangerous ideas and harmful

communities. These systems do not prioritise your safety; they prioritise "retention,"

meaning they will feed you whatever keeps you online the longest. This often means that

curiosity about a topic can quickly spiral into being trapped in a cycle of toxic propaganda.

groundswellproject.org

Neurodivergence can raise the situation risk for certain individuals, meaning in some

circumstances they may be more susceptible to extremist messaging due to difficulties in

navigating complex social dynamics and a preference for rigid systems of thought. These

challenges can be further exploited by recruiters who offer simplified worldviews and structured

environments that provide a sense of belonging.

@groundswellprojectuk

Neurodivergence

Key dynamics at play include:
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Key factors include:

Preference for certainty: A struggle with
nuance and ambiguity can make binary,
"black-and-white" extremist narratives feel
more logical and appealing.

The "Rabbit Hole"
Automated recommendations can
transition users from mainstream
interests into unregulated digital
spaces dominated by disinformation
and conspiracy theories.

Deep-dive interests: A tendency toward
intense focus and repetitive information-
gathering can lead individuals to become
quickly immersed in extremist online echo
chambers.

Need for structure: A strong desire for
predictability and order can draw people
toward extremist ideologies that promise a
clear, rule-based framework for society.

Social alienation: Challenges in socialising
or interpreting neurotypical social cues
can create feelings of isolation, making
individuals more vulnerable to groups that
offer acceptance.
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Vulnerability Awareness

Recognising that individuals with mental health challenges or learning
difficulties are often targeted by extremist recruiters.

The Danger of Online Influence

How easily isolated individuals can be groomed into violence through
extremist networks.

Case Study: Nicky Reilly

Nicky Reilly (who later changed his name to Mohamed Abdulaziz Rashid Saeed-Alim) became

radicalised in his late teens after converting to Islam through some people he met online. He

was a vulnerable individual with learning difficulties, including Asperger’s syndrome and

Emotionally Unstable Personality Disorder, and had previously been under the care of

mental health services.

Early Identification

The critical need for mental health support and intervention before an
individual’s grievances are exploited by those promoting extremist violence.

In the years leading up to his 2008 failed nail bomb attack, Reilly began spending significant

time online, where he was exposed to and influenced by extremist propaganda. He actively

downloaded material related to bomb-making and martyrdom, eventually falling under the

influence of radicalisers who encouraged his descent into violence.

In May 2008, at age 22, Reilly attempted to carry out a suicide bombing at the Giraffe

restaurant in Exeter. He intended to cause mass casualties by detonating a device he had

built himself. 

Integrated Safeguarding

The importance of cooperation between health services, social support, and
counter-terrorism efforts to protect those at risk of being radicalised.

However, the device detonated prematurely in a toilet cubicle, injuring only

himself. He was subsequently sentenced to life imprisonment.

His case illustrates a different but equally dangerous trajectory of radicalisation,

highlighting the importance of:
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 Good Parenting
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Having a Healthy Outlet for Emotions

Instead of avoiding or pushing away negative emotions, encourage healthy outlets to

promote positive emotions and wellbeing. This includes discouraging too much time online

and balancing health with well-being.

Unconditional Positive Regard

This means accepting your child without judgement, even if you do not agree with their

behaviour or beliefs, for example, “I can see you’re feeling angry and overwhelmed. I’m

here to understand, not to criticise.” This involves the following:

Showing consistent respect and calmness, even when a young person expresses

harmful or extreme ideas.

Listening actively, giving them space to talk, rather than shutting down difficult

conversations.

Avoiding shaming language (which increases defensiveness and can entrench extremist

beliefs).

Suggestions include:

Arts (Musical instrument, art, poetry, reading, drama)

Outdoors and exercise/sports (Boxing, martial arts, dancing, basketball, etc.)

Social interaction and activities (inviting friends over, sleepovers, parties, days out with

friends, clubs)

Self-care and well-being activities (Sound bath, meditation, yoga, stress management

courses)

https://www.groundswellproject.org/


 

 

 

 

Qustodio:

Monitors web activity, apps and social media, offering
detailed reports and alerts for suspicious behaviour

1.General Parental Control Apps to Use

2.Content Filtering

How to Protect Children Online

Bark:

Monitors text messages and emails for cyberbullying,
inappropriate content, and risky behaviours, with real-time alerts

Norton Family:

Provides activity reports on websites and apps, sets time
limits, and alerts parents to inappropriate content

FamilyTime:

Monitors app usage, calls, texts and location, with real-time
activity tracking and customisable time limits

Net Nanny (netnanny.com):

groundswellproject.org

A comprehensive internet filtering software that allows
parents to monitor and control their child’s online
activity, including real-time content filtering and alerts
for inappropriate content.
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Microsoft Family Safety (support.microsoft.com):

Offers web and search filters to block inappropriate
websites and content. You can set up these filters
through the Family Safety app

Google Family Link (familylink.google.com):

Allows parents to set content restrictions on their
child’s device, including filtering websites and apps.
You can manage these settings via the Family Link
app.

http://netnanny.com/
http://support.microsoft.com/
http://familylink.google.com/
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NSPCC Radicalisation and Child Protection:
https://learning.nspcc.org.uk/safeguarding-child-protection/radicalisation

Educate Against Hate: https://www.educateagainsthate.com/

RCGP Safeguarding Toolkit: https://elearning.rcgp.org.uk/mod/book/view.php?

id=15290&chapterid=900

Safer Internet: https://saferinternet.org.uk

Childline: https://www.childline.org.uk

Act Early: https://actearly.uk

Further Reading
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Prevent is one of the four strands of the UK government’s counter-terrorism strategy,
CONTEST.

It operates in the pre-criminal space and focuses on stopping people from becoming
terrorists or supporting terrorism, particularly through early intervention.

What is Prevent?

Prevent works with schools, local authorities, health services, and communities to identify
and support individuals vulnerable to radicalisation before harm occurs. It focuses on all
forms of extremism.

The aim of Prevent is to provide safeguarding advice and support for those who need it and
to ensure extremist ideologies do not exploit young and vulnerable people.

Accessing Help

1. Seek advice from your local Prevent team by contacting 101 asking to speak to the Prevent
team, or calling the national Prevent line on 0800 011 3764. You don’t need to give specific
details and can remain anonymous when seeking advice.

2. Look up the Leicestershire Prevent page on the Leicestershire County Council website, or
email Leicestershire Prevent at prevent.team@leicestershire.pnn.police.uk

3. Search for the ACT Early website at actearly.uk for warning signs and advice.

4. If you are concerned someone is being harmed, or has been threatened, doxxed or there is
compromising information or content including Child Sexual Abuse Material call the non-
emergency police line 101 immediately to speak to an officer.

https://learning.nspcc.org.uk/safeguarding-child-protection/radicalisation
https://www.educateagainsthate.com/
https://elearning.rcgp.org.uk/mod/book/view.php?id=15290&chapterid=900
https://elearning.rcgp.org.uk/mod/book/view.php?id=15290&chapterid=900
https://saferinternet.org.uk/
https://www.childline.org.uk/
https://actearly.uk/
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